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Banks, governments, and businesses world wide rely on their Public Key Infrastructure (PKI) to secure their

mission-critical web-based applications. Trusting an invalid certificate exposes an organization to potential

fraud, theft, and compromise. Organizations rely on the Tumbleweed Validation Authority™ Desktop

Validator to safeguard the integrity of their PKI enabled Microsoft Windows applications and maximize the

return on their PK| investment.

FEATURES

* A Microsoft Cryptographic APl (CAPI)
client solution for enabling PKI digital
certificate validation in the most
commonly used desktop and server
applications.

Supports multiple standards based
digital certificate validation protocols
including OCSP and SCVP as well as
Tumbleweed'’s VACRL protocol.

Supports CRL processing and is CA
neutral, offering support for different
trust models and validation policies.

Maintains an in-memory cache of

all certificate validation responses,
regardless of the validation mechanism
used, and a disk-resident CRL cache,
which can be tuned for maximum

performance and availability.

Robust fail-over mechanism for querying

multiple VA Servers as well as utilizing
multiple revocation data sources.

Communicates securely with VA Server
using SSL/TLS and can sign validation
queries for non-repudiation.

Support for digital certificates stored
on smart cards and Microsoft Domain
Controller for deploying smart card
based single sign-on solutions.

Auto configuration via the VA Server

and remote management using common
configuration management applications

to facilitate large scale deployments.

Certified DOD JITC, Identrus, FIPS 140-1
Level-1 and Common Criteria compliant.
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