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Tumbleweed Validation Authority™ 

Desktop Validator
Banks, governments, and businesses world wide rely on their Public Key Infrastructure (PKI) to secure their 

mission-critical web-based applications. Trusting an invalid certificate exposes an organization to potential 

fraud, theft, and compromise. Organizations rely on the Tumbleweed Validation Authority™ Desktop 

Validator to safeguard the integrity of their PKI enabled Microsoft Windows applications and maximize the 

return on their PKI investment. 

Cjcarpmlga apcbclrg_jq jgic n_qqnmprq* apcbgr a_pbq* qcaspgrw `_becq* _lb
mrfcp nfwqga_j apcbclrg_jq* a_l `camkc cvngpcb* pctmicb* mp mrfcpugqc
glt_jgb mtcp rgkc, Bgegr_j acprgėa_rcq _jmlc _pc lmr clmsef rm clqspc rfc
glrcepgrw md NIG qmjsrgmlq, Qgkgj_p rm nmglr md q_jc apcbgr a_pb _srfmpgx_rgmlq*
bgegr_j acprgėa_rc qr_rsq ksqr `c t_jgb_rcb ufclctcp rfc acprgėa_rc gq rm `c
rpsqrcb,

Rfc Qrj_ibtbbaÝS^ifa^qflkÝ>rqelofqvÚÝ&T?' qsgrc mddcpq _
amknpcfclqgtc* qa_j_`jc* _lb pcjg_`jc dp_kcumpi dmp pc_j+rgkc bgegr_j
acprgėa_rc qr_rsq afcaigle, T? gq _ npmtcl* dmsprf+eclcp_rgml qmjsrgml
bcnjmwcb `w fslbpcbq md asqrmkcpq umpjbugbc dmp mtcp qgv wc_pq,
Asqrmkcpq glajsbc rfc SQ Bcn_prkclr md Bcdclqc &BMB'* _jj `p_lafcq
md rfc SQ kgjgr_pw* rfc Bcn_prkclr md Fmkcj_lb Qcaspgrw* SQ Glrcjjgeclac
amkkslgrgcq* _lb rmn ėl_lag_j glqrgrsrgmlq ejm`_jjw,

Rfc T? amlqgqrq md qctcp_j npmbsarq dmp Ęcvg`jc* amqr+cddcargtc* _lb pm`sqr
qmjsrgmlq gbc_jjw qsgrcb rm _ ugbc p_lec md ajgclr _nnjga_rgmlq gl bgtcpqc
mncp_rgle cltgpmlkclrq, ?r rfc ampc md rfc T?* gq rfc Qrj_ibtbbaÝ
S^if`boqÝS^ifa^qflkÝ>rqelofqvÝÚ &T? Qcptcp' npmbsar* _ qmnfgqrga_rcb
bgegr_j acprgėa_rc qr_rsq pcqnmlbcp, ?lmrfcp cqqclrg_j n_pr md rfc T?
qmjsrgml* AbphqlmÝS^ifa^qlo &BT'* gq _ ajgclr qmjsrgml cl_`jgle bgegr_j
acprgėa_rc t_jgb_rgml gl rfc kmqr amkkmljw sqcb Kgapmqmdr Uglbmuq
_nnjga_rgmlq,

BT glrcep_rcq qc_kjcqqjw ugrf _lw Kgapmqmdr Apwnrmep_nfga ?NG &A?NG'
amknjg_lr _nnjga_rgml* afcaigle A?NG acprgėa_rc pctma_rgml qr_rsq rm
t_jgb_rc _jj bgegr_j acprgėa_rcq clamslrcpcb `w NIG cl_`jcb Uglbmuq
_nnjga_rgmlq, BT qsnnmprq A? qncagėa t_jgb_rgml psjcq* _lb a_l `c rgefrjw
glrcep_rcb ugrf rfc T? Qcptcp dmp _srmk_rga amlėesp_rgml, BT npmtgbcq
_ pm`sqr d_gj+mtcp kcaf_lgqk qsnnmprgle ksjrgnjc qmspacq md pctma_rgml
gldmpk_rgml, BT gq fgefjw _t_gj_`jc _lb a_l `c pckmrcjw glqr_jjcb*
amlėespcb _lb k_glr_glcb sqgle _nnjga_rgmlq qsaf _q Kgapmqmdr QKQ* A?
Slgaclrcp* mp Kgapmqmdr ?argtc Bgpcarmpw,

BT gq _t_gj_`jc gl `mrf Pq^ka^oa _lb Bkqbomofpb cbgrgmlq, ASÝPq^ka^oaÝ
cl_`jcq bgegr_j acprgėa_rc t_jgb_rgml gl bcqirmn _nnjga_rgmlq jgic Kgapmqmdr
Glrcplcr Cvnjmpcp* Msrjmmi* Msrjmmi Cvnpcqq* ?bm`c ?apm`_r* mp Qgj_lgq
?nnpmtcGr, ASÝBkqbomofpb cl_`jcq acprgėa_rc t_jgb_rgml gl Kgapmqmdr
Uglbmuq Qcptcp _nnjga_rgmlq jgic Bmk_gl Amlrpmjjcp* Glrcplcr Gldmpk_rgml
Qcptcp* _lb Cvaf_lec Qcptcp,

Ugrf BT* clrcpnpgqcq bcnjmw qglejc qgel+ml _nnjga_rgmlq `_qcb ml bgegr_j
acprgėa_rcq qrmpcb ml qk_pr a_pbq &c,e, BMB Amkkml ?aacqq A_pbq',
BT _jqm cl_`jcq qcaspc umpiĘmu _nnjga_rgmlq `_qcb ml bgegr_jjw qgelcb
bmaskclrq _lb qcaspc ck_gj &Q-KGKC' kcqq_ecq,
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FEATURES

 •  A Microsoft Cryptographic API (CAPI) 

client solution for enabling PKI digital 

certificate validation in the most 

commonly used desktop and server 

applications.

 •  Supports multiple standards based 

digital certificate validation protocols 

including OCSP and SCVP as well as 

Tumbleweed’s VACRL protocol.

 •  Supports CRL processing and is CA 

neutral, offering support for different 

trust models and validation policies.

 •  Maintains an in-memory cache of 
all certificate validation responses, 

regardless of the validation mechanism 

used, and a disk-resident CRL cache, 

which can be tuned for maximum 

performance and availability.

 •  Robust fail-over mechanism for querying 

multiple VA Servers as well as utilizing 

multiple revocation data sources.

 •  Communicates securely with VA Server 

using SSL/TLS and can sign validation 

queries for non-repudiation.

 •  Support for digital certificates stored 

on smart cards and Microsoft Domain 

Controller for deploying smart card 

based single sign-on solutions.

 •  Auto configuration via the VA Server 

and remote management using common 

configuration management applications 

to facilitate large scale deployments.

 •  Certified DOD JITC, Identrus, FIPS 140-1 

Level-1 and Common Criteria compliant.
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Rfc Rsk`jcuccb Bcqirmn T_jgb_rmp &BT' jctcp_ecq rfc l_rgtc Kgapmqmdr Uglbmuq
Apwnrmep_nfga ?NG &A?NG' qm gr a_l rp_lqn_pclrjw npmtgbc bgegr_j acprgėa_rc t_jgb_rgml
rm A?NG cl_`jcb ajgclr mp qcptcp _nnjga_rgmlq, BT cl_`jcq bgegr_j acprgėa_rc t_jgb_rgml
tg_ qr_lb_pb npmrmamj oscpgcq rm _ T? Qcptcp &mp mrfcp MAQN mp QATN qr_lb_pbq `_qcb
pcqnmlbcp' mp tg_ APJ jmmisnq, Rfc pcjg_`gjgrw _lb ncpdmpk_lac md APJ jmmisnq a_l
`c epc_rjw gknpmtcb `w sqgle rfc T? Qcptcp _lb rfc Rsk`jcuccb T?APJ npmrmamj rm
bgqrpg`src A? mp T? k_lsd_arspcb APJq _lb bcjr_ APJq rm BT cl_`jcb qwqrckq,

BT gq A? lcsrp_j _lb a_l qsnnmpr APJ b_r_ dpmk ksjrgnjc A? mp T? qmspacq npmtgbgle
_ pm`sqr kcaf_lgqk dmp A? qncagėa t_jgb_rgml nmjgagcq, BT a_l qsnnmpr amknjcv rpsqr
kmbcjq _lb qsnnmprq PDA 106. acprgėa_rc nmjgaw amlrpmjq dmp n_rf npmacqqgle _lb
nmjgaw cldmpackclr, BT ugjj ncpdmpk clb+rm+clb &amknjcrc' acprgėa_rc t_jgb_rgml gd mlc
mp kmpc glrcpkcbg_rc A?q mp T?q _pc sqcb* _lb rfc t_jgb_rgml nmjgaw pcosgpcq clb+rm+
clb &amknjcrc' acprgėa_rc af_gl t_jgb_rgml,

BT a_l amkkslga_rc qcaspcjw ugrf _ T? Qcptcp `w srgjgxgle QQJ-RJQ, BT qsnnmprq
bgddcpclr rpsqr kmbcjq _lb a_l qsnnmpr t_jgb_rgml md rfc T? Qcptcp acprgėa_rc, BT _jqm
bgegr_jjw qgelq pcoscqrq rm rfc T? qcptcp dmp bcnjmwkclrq pcosgpgle _ fgef bcepcc md
_sbgr _lb lml+pcnsbg_rgml, BT mddcpq qsnnmpr dmp bgegr_j acprgėa_rcq qrmpcb ml qk_pr
a_pbq,

BT npmtgbcq qsnnmpr dmp rum qcn_p_rc* amlėesp_`jc t_jgb_rgml a_afcq, Mlc gq _l gl+
kckmpw pcnmqgrmpw md _jj acprgėa_rc t_jgb_rgml pcqnmlqcq* pce_pbjcqq md rfc t_jgb_rgml
kcaf_lgqk sqcb, Rfc mrfcp gq _ bgqi+pcqgbclr APJ pcnmqgrmpw, A_afgle n_p_kcrcpq*
glajsbgle rfc rgkc+rm+jgtc md pcqnmlqc _lb rfc rmr_j qgxc md rfc a_afc* _pc Ęcvg`jc rm
kccr rfc pcosgpckclrq md _ qncagėa bcnjmwkclr, A_afgle a_l `c sqcb rm gknpmtc
ncpdmpk_lac _lb glapc_qc pcjg_`gjgrw gl cltgpmlkclrq ufcpc rfc slbcpjwgle lcrumpi gq
lmr _ju_wq _t_gj_`jc,

BT gq k_l_ecb rfpmsef _l c_qw rm sqc ep_nfga_j sqcp glrcpd_ac* _lb a_l `c
_srmk_rga_jjw amlėespcb sqgle n_p_kcrcpq m`r_glcb dpmk rfc T? Qcptcp, Rfgq
glrcep_rgml `cruccl BT _lb T? Qcptcp epc_rjw d_agjgr_rcq j_pec+qa_jc _nnjga_rgml
bcnjmwkclrq, BT _jqm npmtgbcq ucjj rcqrcb qsnnmpr dmp lskcpmsq npmvw qcptcpq _lb
jm_b `_j_lacpq,

? icw _nnjga_rgml md BT gq qk_pr a_pb jmegl, Rm cl_`jc Rsk`jcuccb«q pctma_rgml
afcaigle dmp sqcpq« qk_pr a_pb acprgėa_rcq* BT Clrcpnpgqc gq glqr_jjcb ml rfc Bmk_gl
Amlrpmjjcp _lb BT Qr_lb_pb gq glqr_jjcb ml rfc ajgclr qwqrckq, BT a_l afcai dmp
pctma_rgml qr_rsq sqgle bgddcpclr npmrmamjq* APJq* mp a_afc rm clqspc ncpdmpk_lac _lb
_ fgef bcepcc md pcjg_`gjgrw,

KEY BENEFITS
•  Ensure mission-critical Windows applications 

such as system and network authentication, 

sending and receiving secure email, 

communicating with secure web servers, 

or authoring and reading digitally signing 

documents, to not accept or rely upon 

expired or revoked digital certificates. 

•  High-performance, high-availability solution 

with support for multiple digital validation 

mechanisms and high scale deployments.

•  Part of a comprehensive solution that allows 

organizations with PKI to safeguard their 

Microsoft Windows based applications.

•  Open standards based – easy to integrate, 

easy to evolve – and commercially 

integrated with numerous partner 

applications.

® Uglbmuq VN _lb 0...-0..1

® MAQN &GCRD PDA 034.'

® QATN &GCRD Bp_dr'

® QQJ 0,.* 1,.* RJQ /,.

® V3.7t1 bgegr_j acprgėa_rc dmpk_r

® APJt0 _lb bcjr_ APJ pctma_rgml b_r_

® JB?N&Q'* FRRN&Q' _lb ėjc `_qcb APJ
pcrpgct_j

® PQ? NIAQ!/*!5*!//

® PQ? QF?+/ _lb KB3

® Kgapmqmdr Apwnrmep_nfga ?NG


