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SecureDoc  
Disk Encryption 
Mobile Edition
WinMagic’s SecureDoc Mobile Edition is the 
solution enabling both mobility and peace of 
mind knowing your data is protected at all times 
and places.

It provides strong security through solid 
encryption commencing at pre-boot, backed 
by the highest level of certifications in the 
industry. The support of numerous removable 
storage media like flash cards and microdrives 
as well as the PDA’s system memory, presents 
a complete, cost-effective solution. SecureDoc’s 
uniform platform allows the integration of all 
your business devices and is ready for future 
needs even before they occur.

The transparent and automatic encryption 
of internal files, databases and memory 
cards, with no degradation in performance, 
makes SecureDoc powerful, user-friendly and 
indispensable for the protection of sensitive 
data on the go.

Data Protection is Less Costly  
than Data Breaches 

Personal Digital Assistants (PDAs) and 
smart phones are now essential business 
tools widely used by an increasingly mobile 
workforce. The loss or theft of these small 
devices has also become an everyday 
reality. Protecting sensitive information 
on these devices from falling into the 
wrong hands has become a critical issue 
no organization can afford to ignore. 
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SecureDoc Mobile Edition
Unique features

•	 Strong Encryption 

	� SecureDoc Mobile Edition encrypts data through virtual drive 
encryption utilizing the AES 256-bit encryption algorithm that 
offers better performance and greater security than other 
algorithms. 

•	 Removable Media Encryption 

	� SecureDoc Mobile Edition encrypts flash cards, SD cards, 
multimedia cards, micro drives and other removable media. All 
files on removable media are automatically encrypted so data 
cannot be accidentally exposed to unauthorized users. 

•	 Strong Password Protection 

	� Strong password protection is used to secure encrypted data. 
There are no symbols used which could leave scratches on the 
screen revealing a secret pin to an unauthorized user. In addition, 
versatile key labeling is provided so users can share encrypted 
files and removable media.  

•	 Secure ActiveSync 

	� Synchronization between the PDA and a PC is protected through a 
secure password. SecureDoc Mobile Edition can be synchronized 
with any version of Windows.

•	 Account Lockout Protection 

	� Accounts can be set up to automatically lockout after a password 
is entered incorrectly a set amount of times, protecting secured 
data from brute-force attacks and unauthorized access. 

•	 Feature Rich and Easy to Use GUI

	� SecureDoc Mobile Edition gives users the security of encryption 
without complicated installation and configuration processes. 
SecureDoc installs in the background and encrypts PDAs and 
removable media transparently so users are not even aware 
their information is encrypted. The simple-to-use GUI makes 

Securing Digital Assets in 
PDAs and Mobile Devices

SecureDoc Mobile Edition addresses the needs of an 
organization’s increasingly mobile workforce, with 
more and more data to protect than ever. SecureDoc 
Mobile Edition enhances and utilizes the versatility 
and security of WinMagic’s award winning SecureDoc 
Disk Encryption Enterprise Edition.

SecureDoc Mobile Edition offers strong encryption 
through the 256-bit AES encryption algorithm. The 
encryption process takes place transparently in the 
background, invisible to PDA users.

•	� Virtual disks can be imported, exported, mounted 
and unmounted giving users greater flexibility. 

•	� Key Management allows users to create their key 
files and encryption keys similar to SecureDoc 
Enterprise Edition.

•	� Secure Boot Logon screen and Screen-Lock are 
based on SecureDoc’s Enterprise Edition features.

•  �Audit logs are created in the control center for quick 
viewing. Audit logs keep track of encryption status, 
login attempts and other tasks preformed on the 
PDA.
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