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eToken PRO Anywhere

Authentication

PRODUCT BRIEF

Expand your Business, Empower your Users, and Secure your Data

Applications

* Access to corporate partner
web portals and extranets

* Remote access to corporate
networks via SSL VPN

* Digital signing of online financial
transactions and documents

* Access to online banking
services

* Secure document exchange
and online access to electronic
health records

¢ Online submission of sensitive
documents such as student loan
requests, medical records, and
tax filings

* Access to elearning courses
and student records

The success of your organization depends on your ability to give authorized customers, partners
and employees access to web-based applications, corporate networks, online services and business
portals.You also need to ensure that this access is fully secure, completely mobile, and conveniently
user-friendly.

eToken PRO Anywhere is a zero footprint certificate-based authentication solution that provides
users with secure access to those critical business applications from any computer and from any
location without worry. With eToken PRO Anywhere, you can expand your business, empower your
users, and secure your data without the hassle and expense of installing client software.

eToken PRO Anywhere: Benefits

As the industry’s first readerless smartcard token to combine strong, certificate-based
authentication, complete mobility, and plug and play simplicity in a single device, eToken PRO
Anywhere delivers a powerful range of business, accessibility and security benefits, including:

* The strength of certificate-based strong authentication

* The confidence of knowing there’s “zero footprint” left on end-users’ computer once browser is closed
* The simplicity and ease of use of traditional OTP authentication

* The convenience of plug and play technology that requires only a USB port and Internet connection

* The enablement of digital signing capabilities

* The cost effectiveness of never needing to install software on client computers

* The scalability of application-rich technology that’s ideal for expanding online services

* The efficiency of battery-free tokens that that never expire and require no maintenance or user training

* The control of full life-cycle deployment and management with eToken TMS (Token Management System)

eToken PRO Anywhere in Five Easy Steps

eToken PRO Anywhere’s simple, secure and portable authentication solution is astonishingly easy to use —
there’s no client software to install, token batteries to replace, or “technical know-how” required.

It simply takes five easy steps that any user can complete in a matter of seconds.
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I. User inserts
eToken PRO Anywhere

5. User accesses secure
website with ease

3. A web browser
is opened

2. eToken Anywhere
launcher loads

4. User inputs
Token password



Technical Specifications

(s

upported operating systems

Anywhere Mode:Windows 2000/2008/XP/Vista/2003

PRO Mode:Windows 2000/2008/XP/Vista/2003; Mac OS X; Linux

* eToken PKI Client 5.1 required for eToken PRO Mode
* eToken TMS required

~

Supported browsers

Internet Explorer 6.0+; Firefox 3.0+

API & standards support

PKCS#1 | v2.01, Microsoft CAPI, PC/SC, X.509 v3 certificate storage,

SSL v3, IPSec/IKE

Memory size

72K

Features

On-board security algorithms

RSA 1024-bit / 2048-bit, DES, 3DES (Triple DES), SHAI

¢ Common Criteria certified

Security certifications

Common Criteria EAL4+ (Smartcard chip)
In process for FIPS 140-2 levels 2 and 3

* Integrated secure logical and
physical access option

Dimensions

52 x 16 x 8 mm (2.05 x 0.63 x 0.31 inches)

* On-board RSA 1024-bit and
2048-bit key generation,

ISO specification support

Support for ISO 7816-1 to 4 specifications

authentication & digital signing

Operating temperature

0° C to 70° C (32° F to 158° F)

* Full PKCS#I | functionality

Storage temperature

-40° C to 85° C (-40° F to 185° F)

* No battery required ensuring
device durability and extended

Humidity rating

0-100% without condensation

lifetime

Water resistance certification

IP X7 — IEC 529

* In process for FIPS 140-2
levels 2 & 3

USB connector

USB type A; supports USB |.l and 2.0 (full speed and high speed) .

Hardened tamper-evident and

Casing

Hard molded plastic, tamper evident

water-resistant shell

Memory data retention

At least |0 years

* Full compatibility with
standard USB interface

\Memory cell rewrites

At least 500,000

Patent pending technology

The SafeNet Family of Authentication Solutions

SafeNet’s suite of authentication solutions includes certificate-based, OTP, hybrid and software
authenticators. All authenticators, together with SafeNet’s extensive management platforms and
security applications, empower you to:

* Conduct business securely and efficiently and open new market opportunities with
innovative products that enable secure remote access and advanced security applications
such as certificate-based authentication, digital signing and pre-boot authentication.

* Reduce risk with strong authentication solutions that prevent fraud and data theft and
enable compliance to industry regulations.

To learn more about SafeNet’s complete portfolio of authentication solutions,
please visit our website at www.SafeNet-inc.com
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Corporate Headquarters:
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www.safenet-inc.com

4690 Millennium Drive, Belcamp, Maryland 21017 USA

Tel:+1 410 931 7500 or 800 533 3958, Fax: +1 410 931 7524,

Email: info@safenet-inc.com

EMEA Headquarters:
Tel.:+ 44 (0) 1276 608 000, Email: info.emea@safenet-inc.com

APAC Headquarters:
Tel: + 852 3157 711 |, Email: info.apac@safenet-inc.com

For all office locations and contact information, please visit
www.safenet-inc.com/company/contact.asp
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