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Benefits

« Strong authentication for
remote access solutions

» Seamlessly integrates with
leading VPN providers and
Citrix applications

« Fast and easy installation: be
up and running in minutes

« Remarkably easy to use — no
technical training required

» Get peace of mind with a
lifetime token warranty

« Recognized as the easiest
solution to administer,
manage and use for Windows
environments

« Cost effective with a low Total
Cost of Ownership (TCO)

« Scalable, flexible and designed
for Microsoft environments

« Meet regulatory compliance
initiatives

» Offers easy and intuitive
administration through
seamless integration with
Microsoft Active Directory

* Mix & match with wide variety
of hardware and software
token options

Secure remote access to your organization’s essential networks and resources.

SafeWord 2008 is an out-of-the-box One-Time Password (OTP) two-factor authentication
solution that enables secure remote access to your organization’s most sensitive and
confidential resources and applications. SafeWord 2008 offers both hardware and software
authenticators, as well as management software and maintenance, in an all-in-one OTP
authentication solution that is easy to install, use and manage.

Add Vital Security to your Remote Access Applications

Your VPN is your organization’s remote link to its invaluable network assets. SafeNet’s all-
in-one OTP solution, SafeWord 2008, adds a vital security component to users of VPNs, Citrix
applications, Outlook Web Access and other Web-based applications. SafeWord 2008 works
with a wide variety of popular access platforms, and is available in branded solutions for
Citrix, Cisco, Check Point, and Nortel. Choose any combination of SafeWord authenticators
that best suits your remote access environment, and be up and running in minutes with fast,
easy installation.

Secure Access to Essential Networks and Resources

With the push of a button, SafeWord authenticators generate a highly secure, one-time
password that can never be re-used, hacked, or compromised. The password’s two-factor
authentication mechanism ensures that only properly authenticated users can access
critical applications and data. And for organizations seeking more flexible, on-the-go
authentication options, SafeWord’s MobilePASS software authentication solution provides
OTP functionality on mobile and desktop devices.

Fully Integrated with Windows Infrastructure

With SafeWord 2008, Organizations seeking to protect sensitive network resources can
leverage existing Windows environments to implement a simple and straightforward
authentication solution. Balancing security, ease-of-use and convenience, SafeWord is ideal
for today’s mobile and virtual workforce, enabling secure access for:

« field reps and consultants

« home office workers

» guest and temporary workers

» personnel who access a common workstation/work environment
» business partners who access a private network

» customers who access a public-facing Web application

» healthcare professionals accessing secure data
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Get Started with
SafeWord 2008

SafeWord 2008 Starter and
Evaluation Packs are available
and come with everything you
need to easily deploy two-factor

authentication.
« Hardware and software-based
authenticators

» SafeWord 2008 installation
software and Quick Start
Guides

« First year of technical support
- Lifetime token warranty

SafeWord 2008 upgrade packages
are available for existing
customers
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Lifetime Token Warranty

SafeWord 2008 authenticators never expire and come with a lifetime token warranty.
SafeWord eliminates the need to replace and deploy new authenticators every three years
and helps reduce your total cost of ownership. Simply return authenticators at any time for
a free replacement. You must be current on your support contract for all of your users to be
eligible.

Meet Industry Security and Privacy Compliance Requirements

SafeWord 2008’s strong authentication, access control, audit logging and comprehensive
reporting capabilities enable your organization to meet compliance requirements for
security and privacy standards including:

« Payment Card Industry Data Security Standard (PCI)

+ Health Insurance Portability and Accountability Act (HIPAA)
» Federal Financial Institutions Examinations Council (FFIEC)
« Homeland Security Presidential Directive 12 (HSPD-12)

+ Sarbanes-Oxley Act (SOX)

« Gramm-Leach-Bliley Act (GLBA)

Effective Management for SafeNet’s Versatile OTP Authenticators
SafeWord 2008 provides seamless integration with Active Directory and intuitive and
easy-to-implement management for SafeNet’s range of OTP authenticators. These
include the MobilePASS software authentication solution as well as the eToken PASS
and Gold hardware tokens. Additional management capabilities are available with the
complementary Enterprise Solution Pack (ESP) which lets you manage users outside of
Microsoft Active Directory and also enables you to set-up user self-help and enrollment
capabilities, thus ensuring simplified deployment and maintenance.

Evolves with your Business Needs

Your business needs will evolve and grow into tomorrow, and that’s why SafeWord 2008 can
migrate seamlessly to additional SafeNet management platforms. This flexibility allows

you to expand your current authentication setup and add advanced certificate-based
security applications such as digital signatures, data protection and password management
solutions, without having to replace your current authentication infrastructure.

The SafeNet Family of Authentication Solutions

SafeNet’s suite of authentication solutions includes certificate-based, OTP, hybrid and
software authenticators. All authenticators, together with SafeNet’s extensive management
platforms and security applications, empower you to:

« Conduct business securely and efficiently and open new market opportunities
with innovative products that enable secure remote access and advanced security
applications such as certificate-based authentication, digital signing and pre-boot
authentication.

» Reduce risk with strong authentication solutions that prevent fraud and data theft and
enable compliance to industry regulations.

To learn more about SafeNet’s complete portfolio of authentication solutions, please visit
our website at www.SafeNet-inc.com.

Contact Us: For all office locations and contact information, please visit www.safenet-inc.com
Follow Us: www.safenet-inc.com/connected

©2010 SafeNet, Inc. All rights reserved. SafeNet and SafeNet logo are registered trademarks of SafeNet.
All other product names are trademarks of their respective owners. PB (EN)-08.29.10

SafeWord Authentication Overview Product Brief 2



