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ProtectToolkit J is a JCA/JCE Cryptographic Service Provider (CSP) supplying a complete set of cryptographic
operations to allow Java programs to perform strong authentication, encryption and key management within
the secure confines of a Hardware Security Module (HSM). It facilitates seamless out-of-the-box integration of
JCA/JCE functionality, accelerated development, plus enhanced system security and processing performance.
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Java Cryptography Architecture (JCA) is the core security
API of the Java programming language, built around the
Java.security package (and its sub-packages). It is a framework
for accessing and developing cryptographic functionality for
the Java platform. The Java Cryptography Extension (JCE)
extends the JCA API to include APIs for encryption, key
exchange, and Message Authentication Code (MAC). Together,
the JCE and the cryptography aspects of the JCA provide a
complete, platform-independent cryptographic API. This is
commonly referred to as JCA/JCE.

One of the key features of JCA and JCE is the concept of plug-in providers. This allows Java
developers to access a range of Cryptographic Service Providers (CSPs) to meet the varying
cryptographic security needs required by their applications.

ProtectToolkit J is a JCA/JCE CSP supplying a complete set of cryptographic operations to
allow Java programs to access hardware-based security. Built around the Java.security package
(and its sub-packages), it enables application programmers to call cryptographic functions

in the JCE, or the JCA, and have these requests passed through the secure environment of

a HSM. Such requests may include encryption, key exchange, and Message Authentication
Codes (MACs).

ProtectToolkit J facilitates physical and logical secure key management, generation of
digital signatures, message authentication, protected communications and powerful
cryptographic processing acceleration, all within the Java programming environment.

ProtectToolkit J also extends the JCA/JCE functionality and security, providing an extension
to the 'Java KeyStore' class, called the WrappingKeyStore. This makes it possible to encrypt
and decrypt within the HSM, removing the need to expose keys outside of the HSMs protected
environment when it is necessary to exchange them with another party.

by a FIPS 140 certified HSM

Call JCA/JCE cryptographic functions and have
these requests passed through the physical and
logical security of a HSM rather than the host
system

Securely generate, store and use cryptographic
keys within the secure environment of a FIPS 140
certified HSM, avoiding the risk of ever exposing
sensitive keys as clear text in working memory
when performing cryptographic operations

Speed up CPU-intensive cryptographic operations
that typically impede server performance.
ProtectToolkit J enables cryptographic
processing to be offloaded to dedicated HSMs
removing processing bottlenecks and relieving the
host system to concentrate on other critical
application processing tasks

Choose from a variety of HSM form factors (PCl
card or external, network-attached module) and
performance options

Coupled with Work Load Distribution (WLD)
support and the widest server operating system
coverage (including the latest 64 bit
environments), ProtectToolkit J enables
highest flexibility in terms of scalability and
availability
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SEAMLESS OUT-OF-THE-BOX INTEGRATION KEY FEATURES
= Rich choice of cryptographic algorithms, including 3DES,
As a plug-in cryptographic provider, ProtectToolkit J seamlessly connects the hardware- IDEA, CAST, RSA (up to 2048 bits), DSA, Diffie Hellman

based physical and logical security of a Hardware Security Module (HSM) with standards-
compliant Java applications. Java-based key management and device management utilities
simplify the process of integration and deployment into production systems. SafeNet
constantly monitors, tests and upgrades its JCA/JCE provider to ensure its interoperability = Rapid, low-cost JCA/JCE development in HSM

= Additional third-party clean-room JCE implementation
enables cross-checking and verification

and compatibility. emulation mode can be performed without the need

ACCELERATE DEVELOPMENT OF CUSTOMIZED APPLICATIONS for a physical HSM

= Remote client/server operation for exporting

The Software Development Kit (SDK) delivered with ProtectToolkit J includes the software HSM-based JCA/JCE services across a TCP/IP network

provider libraries, interfaces and reference documentation required to compile and link message = Secure Channel/Trusted Path between APl (host
authentication, encryption, message digests, key store and key management functionality within library) and HSM (both PCI and network-attached
a Java JCA/JCE application. In addition, sample programs with Java source code and build modules)
instructions assist application development. Software emulation functionality enables the
initial development and testing using the software-only variant of ProtectToolkit J. * Software Development Kit (SDK) including libraries,

sample source code, API reference documentation as
This significantly reduces the development and system setup time since no hardware and javadoc and PDF files
associated device drivers are required to allow testing and debugging on the development
machine. The developer can focus exclusively on the programming task at hand, as the need * Intuitive, GUI-based JCA/JCE demo and crypto
to install the HSM into the development environment is delayed until the final testing phase calculator
(i.e. after the application is fully debugged and tested). = Host-based key storage scheme supported
ENHANCED SYSTEM SECURITY AND PROCESSING " pdvancec ey management Uty offeing extensie
PERFORMANCE unctionality including:

- Split key entry and creation

ProtectToolkit J enables Java application vendors to implement physical and logical - Split key backup and restore
protection to cryptographic keys and operations that far surpass the protection delivered by - Smart card key back-up and restore
software-based cryptographic systems. (supporting an n-of-m secret sharing scheme)

) ) ) . - Both graphical and console versions available
Built around the Java.security package (and its sub-packages), ProtectToolkit J enables

application programmers to call cryptographic functions in the JCA and JCE security framework, = Implementations across a wide range of platforms
and have the cryptographic processing performed by a HSM. This removes the need to expose (including Windows, Linux, Solaris, HP-UP, AIX, SCO
cryptographic keys outside of the protected HSM environment when exchanging them with OpenServer)

another party. Not only is greater security delivered over host-based software systems, but
also increased cryptographic processing performance due to the use of dedicated
cryptographic hardware processors (Digital Cipher Processors).

MULTIPLE ‘VIRTUAL PROVIDERS' ENABLE APPLICATION
CONCURRENCY AND STRICT SEPARATION

Another strength of ProtectToolkit J is its capability to interface to multiple HSMs. This is
achieved using different “virtual providers” which map to each of the HSM adapters. Support
of multiple “virtual providers” allows for multiple, independent Java applications, processes
and users to make use of a single HSM, either PCl-connected to the server or network-attached.
This consequently enforces high security by strong access control and strict application and
user separation.












