Axway SecureTransport™

The industrys most secure, reliable and auditable
Managed File Transfer solution.

SecureTransport™ is a leading Managed File Transfer solution that simplifies and
secures file transfer over the Internet, and delivers real-time visibility into the
management of data exchange. Our easy-to-use, flexible solution centrally manages
and monitors secure file transfer activity across multiple file transfer sites or
applications, while providing reports and alerts over a web-based user interface.
And now, with Axway Sentinel, SecureTransport provides additional insight through
business dashboards for visibility into purchase orders, invoices, ASN and SLAs, as
well as technical dashboards for visibility into B2B transmissions and events.

SecureTransport allows organizations to adeptly control and manage the transfer
of files inside and outside of the corporate firewall in support of mission critical
business processes. And SecureTransport easily integrates with existing IT
infrastructure to maximize existing IT investment.

Secure, reliable and auditable Managed File Transfer solutions from Axway

FEATURES
— Embedded FIPS 140-2 certified security
kernel
—AS2 Drummond Certified
— Multi-protocol managed file transfer
— SSL/TLS data security
— Guaranteed file delivery
— Mid-file transfer recovery
— Strong file integrity checking
— Multi-gigabyte file size support
— Efficient automation and scheduling
— Firewall-friendly architecture
— Intuitive interactive interfaces
— Signed audit records
— Flexible authentication
— Portal integration and branding
— Multi-tier security architecture

BENEFITS

— More reliable than FTP or email

— Provides management and visibility of
files exchanged

— Eliminates storage of sensitive
information in the DMZ

— Provides Internet and DMZ data
protection

—Transparently encrypts stored data

— Cuts private network/VPN costs

— Processes files more efficiently

— Delivers demonstrable, quick ROI

— Provides lights-out processing with
automated file transfers and notifications

— Eliminates need for paper proof

— Strengthens regulatory compliance

— Lowers Total Cost of Ownership (TCO)

Does Your Homegrown File Transfer Solution Meet
Your Needs?

File movement has become a central feature of today’s enterprise. Consequently, the ability
to securely automate, manage and audit file exchange is essential.Yet many organizations
struggle to support their file transfer needs, even as they attempt to consolidate and
update homegrown file transfer solutions. Such solutions range from use of outdated
legacy technologies, to proprietary or rogue FTP solutions that lack sufficient security or
management controls.

FTP both established and homegrown, is the most widely used data movement vehicle, yet

its supposedly “free” operation comes at a price—security and management—that astute
businesses may not want to pay. And sustaining legacy data communications infrastructures
often requires expensive leased telephone lines, modem banks or Value-Added Networks
(VANs). Clearly, IT administrators need a solution that delivers control of multiple and diverse
departmental file transfers, while ensuring application reliability, maintaining end-to-end security,
keeping IT costs in check,and satisfying policy and regulatory compliance requirements.

Beyond Security—Are You Achieving Regulatory
Compliance?

Regulatory compliance also drives the need for a secure file transfer solution. From
government privacy regulations in healthcare (HIPAA) and financial services (GLBA)
industries, to corporate governance requirements (SOX) and data security for any
organization that processes, stores or transmits credit card numbers (PCI), achieving
regulatory compliance has become a critical issue for a diverse range of organizations.
SecureTransport provides strong audit trails to demonstrate compliance with government
regulations and protect against legal liability.

Even organizations that are not subject to such regulations voluntarily comply as a
matter of best practice to protect their intellectual property and preserve corporate
brand integrity. SecureTransport offers features critical to this goal, such as a powerful
dashboard management that enables administrators to view when, where and how data
has been transferred.
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“SecureTransport
was chosen over
other products based
on an extensive
evaluation process
and feedback from
industry analysts and
current users of ST.”

MasterCard Worldwide

Managed File Transfer Solutions

As a single, integrated platform offering a complete enterprise-level managed file transfer
solution, SecureTransport provides advanced capabilities including:

Flexible enterprise authentication

Repository encryption

Effective and efficient auditing

Guaranteed delivery and data integrity

Secure data streaming across the DMZ

Robust trading community management

Visibility of file-transfer activities and applications with real-time reports and alerts

— Arich set of application integration capabilities, including event-driven workflow and a

rules-based framework for file processing and routing

Industry Solutions

— Financial networks use SecureTransport to move billions of dollars of financial

transactions daily. In fact, SecureTransport is used by 8 out of the top 10 U.S. banks to

serve tens of thousands of corporate customers and ensure PC| compliance.

— Healthcare providers, payers, producers and clearinghouses are linked through

— SecureTransport for transfer of private health information to ensure HIPAA compliance.

— Government agencies leverage SecureTransport to communicate and share documents

with other agencies and to replace outdated forms of data transfer such as VPN, leased

lines and unsecured FTP.

Services

Communication

Management

More flexible partner communication
Boosts customer satisfaction

Rapid on-boarding of new business partners

Supports business continuity alternate
routing

Increases trading community service level

Improves use of resources

Improves customer satisfaction
Increases visibility and insight into data
flow and file transfer operations
Supports compliance with audit and
governance requirements

Simplifies reporting
Improves SLA compliance with
continuous service

Data Orchestration

Security

Aligns information flow with business flow
Enables end-to-end file routing

Ensures availability of real-time information
Simplifies problem diagnosis and reduces time
and cost for exception handling

Reduces costs by optimizing automation
and effectively managing required human
intervention

Seamless end-to-end process flows

Reduces risk and exposure to fines and
penalties
Reduces exposure to data loss

Delivers consistent application of security policy

across all file movement activities

Transmit critical business data across the
Internet with confidence

Reduces complexity by utilizing existing identity

stores
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Managed File Transfer Components

The SecureTransport product family includes a range of server offerings designed to
suit customer needs.

SecureTransport Server
SecureTransport Server provides a centrally managed system for monitoring and managing
secure file transfer activity across multiple file transfer sites or applications.
Key capabilities of SecureTransport Server include:
— Secure end-user connectivity: eanbling you to accept, validate and secure incoming
connections and file transfers
— Multi-protocol support: execute file transfers via FTP, FTPS,HTTB, HTTPS, SSH (SFTP
and SCP) and AS2 protocols
— Repository encryption: transparently encrypt all files on disk at the server
— Application integration: event-driven agents and rules-based file processing/routing
provide an event-driven customization framework for application integration
— Monitoring and reporting: monitor and analyze file transfer activity, providing real-time
reports and alerts
— Signed MDN receipts for all transfers, regardless of protocol
— Enhanced administration and configuration capabilities:VVeb-based Ul provides centralized
administration, configuration and monitoring of file transfer activity and applications

— Integration with Sterling Commerce Connect: Direct

SecureTransport Server is available as an appliance

“By leveraging the
Internet to reduce

decrease cycle time
and minimize errors,

us to deliver more

spent.”

PAUL MITCHELL,
PROJECT MANAGER
Blue Cross Blue Shield
of Kansas City

administrative overhead,

SecureTransport allows

services for each dollar
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SecureTransport Edge is tightly integrated with
SecureTransport Server to provide a highly secure
multi-tier file transfer architecture.

Key capabilities of SecureTransport Edge include:
— Multi-protocol file handling (FTP, FTPS, HTTRHTTPS, SSH [SFTP and SCP] and AS2)
— SSL termination
— Back-end authorization

— Secure data streaming across the DMZ to SecureTransport Server
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SecureTransport

A flexible secure deployment
architecture for mission-critical
file transfer
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Managed File Transfer Components

SecureTransport AS2 Engine

SecureTransport’s AS2 Engine expands the product’s interoperability, providing secure and
reliable data exchange with any AS2-certified solution, and enabling consolidation of EDI and
non-EDI data exchange on a single platform.The AS2 Engine is interoperable with reference AS2
products in the Drummond Group’s eBusinessReady™ program.This interoperability allows
companies to migrate partners and customers from expensive EDIVANs and async/bisync dial-up
connections, to a low-cost Internet-based managed file transfer solution with comprehensive
security, management and reporting.

File Transfer Clients

SecureTransport supports a broad set of file transfer clients—from a standalone thick client to a zero-
footprint web client—to enable a wide array of applications and data transfer scenarios. SecureTransport
clients range from simple HTML pages to a broad set of features provided by a Rich Internet Client.

Axway SecureClient

Axway SecureClient transforms a workstation into a powerful, secure and reliable download and
uploads manager with an easy to use interface.The user-friendly graphical interface provides a
centralized dashboard for managing all file-transfer activity. The SecureClient supports multiple
protocols, FTP, FTPS, SSH, HTTP and HTTPs, for executing large file transfers and meeting
partner communication needs. Users can transfer files with full security and reliability, either
manually, or in an automated fashion using scheduled batch transfers and application scripts.
SecureClient provides reliable data transfer with guaranteed, traceable delivery, data integrity
and checkpoint/restart, even over unstable network connections or dial-up lines. In addition,
SecureClient is FIPS 140-2, Level | compliant for all protocols. SecureClient is available on
Windows, Solaris, AlX, Red Hat Linux and HP-UX.

Third-Party Clients

SecureTransport supports a broad set of open standard file transfer protocols, to ensure maximum
interoperability and help customers avoid locking into proprietary solutions. SecureTransport works
with file transfer clients from all leading vendors providing open standards clients.

Web Browsers

For environments where thick clients are not practical, SecureTransport supports Microsoft Internet
Explorer and Moitzilla Firefox, allowing users to communicate using HTTP or HTTPS and navigate via
customized HTML screens. And with the simple installation of an ActiveX control into the Microsoft
IE browser, an organization can fully leverage SecureTransport’s guaranteed delivery and checkpoint/
restart capabilities. Or, with the Rich Internet Client, leverage SecureTransport’s guaranteed delivery
on Mac OS X with Safari, or on Windows with Microsoft Internet Explorer or Moxzilla Firefox.

Learn More Today

To learn more about how SecureTransport can simplify administration and management of
sensitive data exchange, call your regional office listed below, email us at
axwaysolutions@axway.com, or visit our Web site at www.axway.com

Axway's MFT Solutions
Help Businesses To:

Increase Productivity — Schedule the
launch of complicated, event-driven,
interdependent batch processes.

Synchronize Applications and
Processes — Use smoothly triggered
processing, on time, every time,

to maintain consistent data for all
interacting, mission-critical applications.

Improve Quality of Service and
Reduce Costs — Improve service levels
and reduce operational costs over your
entire data exchange environment.
Detect and correct malfunctions in real
time before they become critical.

Automate, Monitor and Manage Your
Communications — Manage your data
communications globally using Axway’s
MFT unified, end-to-end visibility. View,
automate and react to monitored

data exchanges using event-based
processing across all major networks,
mainframes, servers, desktops and
software applications.

Improve Regulatory Compliance —
Address regulatory compliance
initiatives, such as Sarbanes-Oxley,
Health Insurance Portability and
Accountability Act (HIPAA), MHLW,
EMEA and Gramm Leach-Bliley—
without VVPNs or proprietary software,
using Axway MFT's powerful tracking
and monitoring controls.

\ About Axway

Axway recently merged with Tumbleweed Communications to become the leading global
provider of multi-enterprise solutions and infrastructure, serving over 11,000 organizations
in more than 100 countries. Axway speeds and secures business interactions — both inside
and outside the enterprise — by optimizing the way information is moved, managed and

CORPORATE HEADQUARTERS EUROPEAN HEADQUARTERS protected. Powered by Synchrony™, a multi-enterprise service-oriented framework,
Axway’s customers can “start anywhere, use anything” to complement their existing
infrastructures. Axway’s comprehensive offering includes: business-to-business integration,
managed file transfer, secure email, business activity monitoring, enterprise application
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integration, service-oriented architecture, business process management, track & trace and
identity validation solutions. Axway provides professional and managed services, as well as
cloud computing and Software-as-a-Service (SaaS) offerings. Headquartered in Phoenix,

Suite 400 92807 Puteaux Cedex

Phoenix, AZ 85054 France

P: 480.627.1800 P: +33(0) 1.47.17.24.24

F: 480.627.1801 F: +33(0) 1.47.17.22.23

WW\WV. axway com Arizona, Axway's global presence spans 20 countries.
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